MOBILE CYBER OFFENSIVE THREATS

., NINXIN 725

niyann

\i , .' nimnRNNY nionn - (OpJerusalem) AN'RN DU O
L NINYDNNN |‘.'“Jn .20 TN TI9N D910 [DIN DNV OpJerusaIem ["onp ]"IH'1|'.I“J NI2VN DY NN NINOnn

[NUNDNY YO 221 N, JRDImi WINPT D139 NIX9Y 0N'INN

NINYN MMON WD | nivann | 28.4.2021

N'MIXINA NI'YAD 112V NNODAN IDTY NNDID Y9N
.0'901 DRI ANTNINA NYVSN NIDIVA 2V NNDIAX 1ITY NN019 998 NN
voD nna DI oo nmn o ovuoo g nwn [0 TN

IXIXYT TN 772 - 7R 017VON 7V 1910 NOTNN niwTn //TECH — pn
' 11"0D NOPNN 19N TN 12M00 1vn

‘DN 0'7W9N TA1 1270 NONN I'Myia 2ar I 'pd NUINI'N

il 381 8§12 ) SHARE =} SAVE OTI7 OI") "IXRVRN QWA D 1YY MW TR D [2TYA AIKTN NateN N

NII'0 DI9Y ,TXIWA |'IXAN D'7YN' OI'7 NID'A0AI[KTANN D0l ("RINY-an
SUBSCRIBE

INIW TAID N2M0N 2NN NAXNINA NIPYO Y¥AT DUIRY-T0IN D'ANIA Y

X7 |"TY 0910 DAY WA 0URA 097NN L0 RIW DYUBN 1D TA1 120 NI9FNI | NIwTn [K2
FNIW' — 2UN'2N DY 1070 002 DONIDI 0TI DNK NIKA IDFNIN 17120 .A2FNAN DINKD TRy M Nl
21.05.20 2w niyTN Jmn 0w Mmy Y INand Lanpa TYin

("IRT-1'a0 0TI oY) MINND DTN OET (17 N TR 1D [3TYN AN 120N 1vn
DUZROIWI-T0IR DA 79 THANO DMIDY 7RI I¥AN D7D OI7 TI2'0AL XTI DIol
D7TN'A-9IN INNIDN NNN 78 TA1D 12100 2NN NN N7 yya?

7 PIXNT NI2IMOI NIYN WNNNINYT DH9Y NI7Won RN 0w o (OPJerusalem#)
NIY'EN |21 DIN0N NY9N 0NN TNNWN NIYYNKL 71U 013 Y907 NI017 nNund 'Kl
AN TR e

DITDI'R NK 'DTR NIAT 12 IMNYIN DT 01" 7207 DTN NAwA 1D 0NITA 120N 1vna
TUDPET IWYATI DIWD 1D N ADIWNN TINN DTN (IONK TN2N N9EN NIYYAND 78

COMMBNITAKETECHNCEOGIES tehactliaikrofer b Iligiis teser/ag: RO DRINK 7Y YT NIDIWAY 771 DA DI0IA DA KR DMNINKD 71 NIT7NA R



MOBILE CYBER OFFENSIVE THREATS
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MOBILE CYBER-CRIME THREATS & DAMAGES

Careless Use Vector E .‘ Threa’é Damage
Man-In-the-Middle
Faked Wi-Fi

Tap into voice calls

Intercept data & messages

Interception

Fake Cell Tower Track location
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Network vulnerability

Alter data between devices

Trojans Seize control over device

Infected apps

Injection Malware apps
Device vulnerability

Track via mic/camera/location
Wiretap calls & surroundings

Logs; keystrokes; passwords
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System vulnerability Impersonate to someone else

Extraction . USB wire - || Steal files, contacts, messages
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Y] COMMUNITAKE

EXACT SECURE MOBILITY

We deliver purpose-built
mobile solutions that Gartner
secure businesses
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Founded in 2009; Privately held; Officesiin the US; Spain; & Israel.



THE
PROTECTION
FUNNEL

— Block Known Trojans

* Encrypt Communication

» Eliminate Attack Surface

* Detect Unknown Threats

» Deflect Attacks

* Protect Data
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MOBILE SECURITY RATIONAL

Trusted
Devices

@ Custom-Built
Secured OS
Fused Defense
Controls

Encrypted
Communications

Threat Detection
& Antimalware

Remediation
Assurance




IntactPhone

An extra phone
Businessmen
Security-minded

organizations

Encrypted comm.
Pre-installed apps
Heavily secured
Ordinary look
Inexpensive

Global coverage
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IntactPhone

Small businesses Encrypted comm. 7-35 devices
HLS agencies Pre-installed apps 1 admin table
Heavily secured 1 app server

Local deployment
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INTACT APP ILLUSTRATION

SECURED VOICE

1208 P W [ oo _al J K T

<  Intact Communicator :

RECENTE

Eran

& s

eg@® Mmanagement
- o
h On my way to my next L
. Eran IntactPhone '\.
‘{9 Incoming
. TEE-Rugg {‘
m Missed call

% mfmagemem .L-’

oge management
|
- o

MESSAGING

zxorM @ ¥ = _al e TN

&« ; Eran {‘. E

Hellg, this is a test,

A
L = Shareable

Unshareable

QWERTYU 0 P

A SDFGHJKL

Z X CV B NM

INTERNAL STORE

e ol sl | B o L CwEE TOX

<  Store Q,
k - .
Bitcoin Wallet
Eﬂ Finance
L Blue Mail
Communication
&i Bread Bitcoin Wallet
Finance
A Calcalist
Magazines

E Camcard Free Busin...

Eﬁa Tools

A
CamScanner Phone...
=

Tools

L _ Capsule VPN (Chec...
Buziness

CardDAV Sync
Taols




I &

'WELL RECOGNIZED BY GARTNER

Notable scores by Gartner in multiple High-Security Mobility Management
use cases including, governmental use and commercial use.
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Product or Service Scores for High-Security Government Grade Product or Service Scores for High-Security Commercial
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security solutions for COPE
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SECURED

Built from the
ground up to
provide defense
against cyber-crime

]

MANAGED

OS-fused command
& control
functionality
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TAILORED GLOBAL AFFORDABLE
Pre-defined content; Global bands A highly affordable
customer-defined coverage price tag

OS configurations &
branding (optional)
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