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1. ANY Security Gateway that has EITHER of the following setups:
1. The IPsec VPN Blade is enabled, but ONLY when included in the Remote
Access VPN community.
2. The Mobile Access Software Blade is enabled.
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1. Quantum Security Gateway and CloudGuard Network Security Versions: R81.20,
R81.10, R81, R80.40
2. Quantum Maestro and Quantum Scalable Chassis: R81.20, R81.10, R80.40,
R80.30SP, R80.20SP
3. Quantum Spark Gateways Version: R81.10.x, R80.20.x, R77.20.x
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Change the password of the LDAP Account Unit
Reset password of local accounts connecting to VPN with password authentication
Prevent Local Accounts from connecting to VPN with Password Authentication
Renew Security Gateway's Outbound SSL Inspection CA certificate

Renew Security Gateway's Inbound SSL Inspection server certificates
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Reset all Gaia OS admin, local users and Expert mode passwords
LTI T222 NIMWAaN NN N2 DAIZN 1IN INn ymm .4
707 3-12 'on DNIwpA KIXATZ N1 ,7'W7 4-1 3 D'9'WUO NN UXAZ TN O'D1A [[10TY] L5
,CIDR LN192 NIAMA NIV NIAMNI DA NNANN DAY 702 3 'on iwpa [jnTv] .6
178 NI2IM2N N1IAVUN D17 IR DIDN? DKRN |INA7 Y7010 .NIYNAan 21X'2 DIVN Ny
7Y |0 NN'wINN NINAN NIAMNIN L'MIND 120N VN 'Taw UTn '19% 11 1% nniwn
:Proxy IX VPN min'w
e 37.19.205.180 - Surfshark VPN
e 46.59.10.72 - Proxy
e 46.183.221.194 - Perfect Privacy VPN
e 46.183.221.197 - Perfect Privacy VPN
e 109.134.69.241 - Proxy
e 146.70.205.62 - Surfshark VPN
e 146.70.205.188 - Surfshark VPN
e 149.88.22.67 - Surfshark VPN
e 154.47.23.111 - Surfshark VPN
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e 156.146.56.136 - Surfshark VPN
e 158.62.16.45 - Proxy
e 185.213.20.20 - Proxy
e 192.71.26.106 - Proxy?
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https://blog.checkpoint.com/security/enhance-your-vpn-security-posture/

https://support.checkpoint.com/results/sk/sk182336

https://support.checkpoint.com/results/sk/sk182337
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https://www.mnemonic.io/resources/blog/advisory-check-point-remote-access-

vpn-vulnerability-cve-2024-24919/

5. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24919

6. https://nvd.nist.gov/vuln/detail/CVE-2024-24919

7. https://www.tenable.com/blog/cve-2024-24919-check-point-security-gateway-

information-disclosure-zero-day-exploited-in-the
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