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INDUSTRY 4.0

2010 2014 2014 2016 2016 2016 2017

* US NRC — NEI
Regulatory Guide 5.71

« NERC CIP v5, v6, v7
« NIST IR 7628 r1

* AWWA Process
Control System
Security Guidance

* American Bureau of
Shipping (ABS)
CyberSafety™ Vol

* UK Department for
Transport
Cybersecurity for

* SESAR (Single
European Sky)
Addressing Airport

* IIC Industrial
Internet of Things

* CSA Group Canada Volume G4:

Standard N290.7-14

*» Chatham House
Nuclear Cybersecurity
Report

* ANSSI Industrial
Security Measures

* US DHS 7 Strategies
to Defend ICS

for the Water Sector
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* BIMCO Cyber Security
Onboard Ships v2

Rail — Guidance to
Industry

Cybersecurity

Security
Framework

WATERFALL

Stronger Than Firewalls
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@ Any number of firewall layers are
porous and easily breached.

® Intrusion Detection Systems detect
attacks AFTER they happen.

® are continuous, time consuming & might
introduce new vulnerabilities.
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A security
posture is required

for protecting the

safety & reliability of the

(( WATERFALL
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US DHS SCADA Certified Common  Certified ANSSI Japanese CSSC NOM Mexico South Korea Israel Testing National IT Evaluation
Security Test Bed Criteria EAL4+ CSPN - Security Test Bed Certification KC Certification Laboratories Scheme (NITES)
High Attack Certification Certification Singapore Govt
Potential First Level

National Institute of

** i Standards and Technology

NORTH AMERICAN ELECTRIC

NERC |Sh x e;*isan N&T
-

RS ICS CERT | INTERNATIONAL
L‘:%k 5 i ‘ IEC ELECTROTECHNICAL
\\'-"_ \ NOUS| RIAL CON | ROL 551 EMS CYHER EMERGENCY HESPUNSE | EAM | =—»
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HISTORIANS & DATABASES

OSlsoft: Pl System, Pl Asset Framework, Pl Backfill
GE: iHistorian, iHistorian Backfill, OSM, Bently-Nevada System1,

Schneider-Electric: Wonderware eDNA, Wonderware Historian,
Wonderware Historian Backfill, SCADA Expert ClearSCADA

AspenTech IP.21, Rockwell FactoryTalk Historian, Honeywell Alarm
Manager, Scientech R*Time,

Microsoft SQL Server, Oracle MySQL, PostgreSQL

FILE TRANSFER

* Folder mirroring, Local Folders
FTP/S, SFTP, TFTP, SMB, CIFS, NFS, HTTPFS
Log Mirroring

NDUSTRIAL APPLICATIOINS AND PROTOCOLS
Siemens S7 & PCS7 Historian

OPC DA, A&E, HDA, HDA Backfill and OPC UA
Emerson: EDS,

Yokogawa OPC, GE iFix
Modbus, DNP3, ICCP, IEC 60870-5-104, Omni Flow

Copyright © 2020 Waterfall Security Solutions Ltd.

OTHER CONNECTORS

ENTERPRISE MONITORING r81
« FireEye: Helix & Managed Defense 898

REMOTE ACCESS

TimeSync, Netflow

—+
Video & audio streaming @@@

Kaspersky, Norton, FortiGate, Check Point, McAfee and OPSWAT
Anti-virus updaters

OPSWAT Metasploit

WSUS and Linux Repository updaters

Tenable Nessus Network Monitor, Nessus Security Center Updates
Remote printing

Email/SMTP, SNMP, Syslog e

HP ArcSight, Splunk, Splunk Universal Forwarder, IBM QRadar, McAfee
ESM, CyberX, Radiflow iSID, ForeScout Silent Defence, Dragos, Indegy,

MSMQ, IBM MQ, Active Message Queue, AMQP, TIBCO,
SolarWinds Orion, Thales Aramis, I0Sight, Panorama

Remote Screen View

Secure Bypass

(( WATERFALL




WF-500 Series Hardware nanin 2N
Modular, Powerful, Flexible

Ours or your host modules

Supports all-in-one rack-mount form factor, or
each module in a separate cabinet, or any
combination

Optional DIN-Rail Hardware for sites with no rack
space - contains both TX and RX Modules

Windows or Linux

User serviceable, user expandable

Standard: 2x dual power supplies

Standard: 1 Gbps

A WATERFALL

Certified Common Criteria EAL4+ - -

WATERFALL

Stronger Than Firewalls
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") WATERFALL INNOVATION

Waterfall for IDS:
Unidirectional solutions for Intrusion Detection Systems

Waterfall FLIP:
Reversible unidirectional technology and remote access

Remote Screen View: -
Safe remote support for unidirectionally protected networks

Secure Bypass:
Scheduled and emergency support by on-site personnel

Unidirectional CloudConnect:
Security for Cloud enabled devices

Waterfall BlackBox:
Secure logs repository

4 WA TERFALL.

Stronger Than ‘Flrewalls ~
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