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PAC — Protection Action Criteria

PAC1 - Potential for dispersal of hazardous substances, accompanied by a reversible public health impact
PAC2 - Potential for dispersal of hazardous substances, accompanied by irreversible damage to public health

PAC3 - Potential for dispersal of hazardous substances, with fatal impact on public health

*It's about an hour's exposure

_& Toxic Threat Zone ==
kilometers

3
1

T !

o | wind
ol >

—_—— ]

T — §

—_——
1
3

o 2 <4 [=] 8
kilometers
greater than 200 ppm (PAC-3)
greater than 45 ppm (PAC-2)
[ 1 greater than 5 ppm (PAC-1)
https://www.weizmann.ac.il/safety /he /%D7 %AA%D7 %A8%D7 %92%D7 %99%D7 %9C-%D7 %97 %D7 %95%D7 %9E%D7 %A8%D7 %99%D7 %9D- — — wind direction confidence lines
%D7%9E%D7 %A1%D7%95%D7 %98%D7 %A0%D7 %99%D7 %9D-196 201 4-hazardous-materials-drill
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INPUT:

» Atmospheric conditions: wind direction and intensity

» Location: precise details of the location (Including height above sea level )
» Container: shape and dimensions of the container of hazardous material
» Spreading Algorithm (Gaussian dispersion, Heavy Gas dispersion)
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| S | Longitude: )
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Distance Concentration PAC Level \ sl bt
1 ) Willd: 1.5 meters/second from 360° true at 10
Ll """‘l,' metirs
THEAT ZONE

Ell e PAC 3 e

R ¢ | (not drawn)® PAC-3 :
j 28 meters 45 ppm =
ORANGE 28 meters PAC 2 ) gl Mouge B o oeh r
Sppm=pac- | | D
Yellow |83 meters
YELLOW 83 meters PAC 1 1
e *Note: Threat zone was not drawn because

effects of near-field patchinessmake dispersion
predictions less rehable for short distances. I}
v

olle The Greater the Distance From the
PPM = Parts Per Million

Dispersion Areq, the Lower the Risk
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An understanding of the

cybersecurity risks in
relation to systems,
assets, data, and
capabilities:

v' Asset Management

v’ Risk Assessment
v Risk Management
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PROTECT — 11141l
Measures to protect

and maintain critical

infrastructure services:

DETECT - 111"'XR
Processes to identify

the occurrence of a

cybersecurity events:

RESPOND - 111141

Arrangements to
act to
cybersecurity

RECOVER-

MUowIRNi

Plans and
Restoration
Procedures to

v" Access Control v Monitoring events: Reinstate
v" Cloud Security v’ Security Controls | Respond Capabilities :
v" Network Segment. Reviews qusnin
v' Data Security v’ Detection v Miti qﬁgon v Recovery
v Awareness & Processes v Ever?’r Planning
Training v Anomalies/Events Manaaement v' Business
v Maintenance 9 Continuity
92 Controls
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110 "3TT 2211 N1 2170 220 NR 111 12701 221 Mgyuin 7191

J1MNR 232 0NN 2002

NFPA 704

Diamond Hazard Value | Description

‘ Health 3 Can cause serious or permanant injury.
‘ Flammability 1 Must be preheated before ignition can occur.
<> Instability 0 Mormally stable, even under fire conditions.

<> Special

PACs (Protective Action Criteria)

Chemical PAC-1 PAC-2 PAC-3
Ammonia (7864-41-7) | 30 ppm 160 ppm 1100 ppm LEL = 150000 ppm
(DOE, 2018)
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