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| “wWireless Network Lonnection £ |Wireshark 2.4/ (v4.4/-U-glsblave) — P
File Edit View Go Capture Analyze Statistics Telephon! Tools Internals Help

coamys BNXE Aes0Te FE QAN E¥M% B Nn;”-[‘?
Fille|:| Bﬁplmion... Clear Apply Save Apply this filter '
No. Source Destination Protocol Length Info
c 239.255.255.250 M-SEARCH 1.
10.16.72.56 10.16.72.255 BROWSEF 243 Local Master Announcement MININT-MKLFPAF, Workstation, Serve WI RE HARK
10.16.72.62 239.255. 255. 250 55DP 316 NOTIFY * HTTP/1.1
10.16.72.51 192.168.174. 80 TCP 92 52039 — 8080 [PSH, ACK] Seq=1 Ack=1 Win=259 Len=38
192.168.174. 80 10.16.72.51 TCP 60 BO8B0D — 52039 [ACK] Seqg=1 ack=39 wWin=65535 Len=0
192.168.174. 80 10.16.72.51 TCP 99 8080 — 52039 [PSH, ACK] Seq=1 Ack=39 win=65535 Len=45
10.16.72.51 192.168.174. 80 TCP 55 52285 — 8080 [ACK] Seq=1 Ack=1 Win=876 Len=1
192.168.174. 80 10.16.72.51 TCP 60 BOBO — 52285 [ACK] Seg=1 Ack=2 win=65535 Len=0
10.16.72.51 192.168.174. B0 TCP 54 52039 - BOBO [ACK] Seg=39 Ack=46 Win=259 Len=0
fes80::113a:681:868dff02::cC SSDP 208 M-SEARCH * HTTP/1.1
fes80::a1f2:bbc:c693ff02::cC SSDP 208 M-SEARCH * HTTP/1.1
10.16.72.60 239.255. 255. 250 55DP 316 NOTIFY * HTTP/1.1
fes80::113a:681:868dff02::cC SSDP 208 M-SEARCH * HTTP/1.1
10.16.72.62 239.255. 255. 250 55DP 316 NOTIFY * HTTP/1.1
fe80::a1f2:bbc:ce93ffo2::c SSDP 208 M-SEARCH * HTTP/1.1
fes80::a1f2:bbc:c693ff02::cC SSDP 208 M-SEARCH * HTTP/1.1
fes80::a1f2:bbc:c693ff02::cC SSDP 208 M-SEARCH * HTTP/1.1
10.16.72.65 239.255. 255. 250 55DP 215 M-SEARCH * HTTP/1.1
10.16.72.65 239.255. 255. 250 55DP 215 M-SEARCH * HTTP/1.1
10.16.72.65 239.255. 255. 250 55DP 215 M-SEARCH * HTTP/1.1
fes80::113a:681:868dff02::cC SSDP 208 M-SEARCH * HTTP/1.1
10.16.72.60 239.255. 255. 250 55DP 316 NOTIFY * HTTP/1.1
JcomEuro_14:al1:01 Broadcast ARP 60 Gratuitous ARP for 10.16.72.253 (Request)
fes80::a1f2:bbc:c693ff02::cC SSDP 208 M-SEARCH * HTTP/1.1
10.16.72.65 239.255. 255. 250 55DP 215 M-SEARCH * HTTP/1.1
JcomEuro_14:al1:01 Broadcast ARP 60 Gratuitous ARP for 10.16.72.253 (Request)
10.16.72.64 255.255.255.255 upP 124 64914 ~ 1211 Len=82
10.16.72.62 239.255. 255. 250 55DP 316 NOTIFY * HTTP/1.1
10.16.72.51 192.168.174. 80 TCP 55 52181 — 8080 [ACK] Seq=1 Ack=1 wWin=260 Len=1
192.168.174. 80 TCP
31 12 10.16 . B( [ 25T, 1 q wWin=0 Le
.~ 3212.552369 10.16.72.51 192.168.174.80 =~ TCP 54 52338 - 8080 [FIN, ACK] Seq=1 Ack=1 win=258 Len=0
| 3312.552587 10.16.72.51  192.168.174.80 ~ TCP 54 52334 ~ 8080 [FIN, ACK] Seq=1 Ack=1 win=257 Len=0
34 12.552656 10.16.72.51 192.168.174. B0 TCP 54 52333 -~ BO [FIN, ACK] Seg=1 Ack=1 Win=64314 Len=0
35 12.564292 192.168.174.80 10.16.72.51 TCP 60 BOBO — 52338 [ACK] Seg=1 Ack=2 win=65535 Len=0
| 3612.564411 192.168.174.80  10.16.72.51  TCP 60 BOBO - 52338 [FIN, ACK] Seq=1 Ack=2 win=65535 Len=0
37 12.564442 10.16.72.51 192.168.174. 80 TCP 54 52338 — 8080 [ACK] Seq=2 Ack=2 wWin=258 Len=0
38 12.565721 192.168.174.80 10.16.72.51 TCP 60 80 — 52333 [AcK] seg=1 Ack=2 win=4312 Len=0
39 12.565839 192.168.174.80 10.16.72.51 TCP 60 BO8BO — 52334 [ACK] Seg=1 Ack=2 win=65535 Len=0
40 12.565864 192.168.174.80 10.16.72.51 TCP 60 80 — 52333 [FIN, ACK] Seg=1 Ack=2 win=4312 Len=0
41 12.565898 10.16.72.51 192.168.174. 80 TCP 54 52333 - 80 [ACK] Seq=2 Ack=2 win=64314 Len=0
| 4212.565984 192.168.174.80  10.16.72.51  TCP 60 B0BO - 52334 [FIN, ACK] Seq=1 Ack=2 wWin=65535 Len=0
43 12.566017 10.16.72.51 192.168.174. 80 TCP 54 52334 -~ 8080 [ACK] Seq=2 Ack=2 wWin=257 Len=0
44 12.636247 feB80::113a:681:868dff02::c 55DP 208 M-SEARCH * HTTP/1.1
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Common TCP Ports

According to the Nmap classification, these are the most common TCP ports:

PORT SCANNING - i1{2"10 *2D

© 21-FTP (File Transfer Protocol) @ 110-POP3 (Mail)

@ 22-$5H (Secure Shell) @ 143 - IMAP (Mail) 110N
© 23-Telnet @ 443 -HTTPS (Secure Web)

© 25-SMTP (Mail) o

) <

445 - SMB (Microsoft File Sharing) (n]ng UW]E]) ]-”]-]E] ]-I'lj1u_] ]-IN1X‘n

3389 - RDP (Remote Desktop
Protocol)

80 -HTTP (Web)

Our TCP Port Scanner with Nmap

The Full Scan allows you to perform portscans with custom parameters, easily

NMAP "2D11

configured from the web interface:

© Specify custom TCP ports to scan (1-65535)
© Enable/disable service detection 651535 TCP Ports
© Enable/disable operating system detection 65,535 UDP Ports
© Enable/disable host discovery
© Do Traceroute
mmnxna
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Password Protection

This table illustrates maximum times for a brute force attack for passwords of 96 character complexity (upper
and lower case, numbers, and special characters). If your passwords cannot be this complex, the amount of
time would be greatly reduced.

The calculations are based on 96 to the power of the password characters. So a password of length 8
characters has 96”8 complexity or 7.2 quadrillion possible combinations. The table further shows 4 columns of
brute force password processing attempts in units per second. The first column is 10 million per second, which
is possible to do with a modern quad core processor. The last column is 76 billion per second, which is possible
to do with a botnet. The table lists the maximum amount of time. It is possible to reduce this time using different
password- cracking technologies such as dictionaries and look-up tables.

QUAD CORE BOT NET
76 Billion / 2.5 Quadrillion

Number of Complexity

‘ 10 Million / sec | 100 Million / sec

Characters (96%x) sec | sec
4 84.9 Million 8.49 seconds < 1 second < 1 second < 1 second
6 782.8 Billion 10.3 seconds < 1 second
7 75.1 Trillion . 16.5 minutes < 1 second
8 7.2 Quadrillion 22 9 years 3 years 2.9 seconds
9 692.5 Quadrillion > 100 years > 100 years 105.5 days 4.6 minutes
nrmana
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wordlist.txt : DU 12 O'R1121 TXT PA1j270"1"dN
RND'0] N2 TTWDW 090N 1R NTNIR N12°210i1 NI :2°2N PA1Ri7

123456
password

13345678 (yossi) "01" "NW OR 2WN?
gwerty

123456789 yosish@sviva.gov.il ;2W0 2”R1TN OW

1234
baseball

dragon NNV 0l 2°2i12 MWD in

VOoONOTULAEWN=

PASSWORDS OF 2014

m 10 football

\'c

splashda

: RND'0?2 R'12i12 NMWDW N1"X1"INTR 1R NIRND'0 N12°2NW NWI2d N0 nintw1 oiw®

hitps: //github.com/danielmiessler /Seclists /tree /master /Passwords
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2 danielmiessier / SecLists

<> Code Issues 11

Branch: master + | SecLists / Passwords /

Pull requests 11 Projects 0 Insights =

. danielmiessler committed on GitHub Merge pull request #98 from DarrenRainey/master ..

© Watch | 807 % Star | 6,663 YFork | 2540

Create new file | Find file | History

Latest commit caal6c8 on May 12

El 000webhost.txt Removed duplicate values - awk 'x[50]+ +° a year ago
El 10_million_password _list_top_100.txt Removed duplicate values - awk 'x[50]+ +° a year ago
El 10_million_password _list_top_1000.txt Removed duplicate values - awk 'x[50]+ +° a year ago
El 10_million_password _list_top_10000.txt Removed duplicate values - awk 'x[50]+ +° a year ago
El 10_million_password list_top_100000.txt Removed duplicate values - awk 'x[50]+ +° a year ago
[E] 10_million_password_list_top_1000000.txt Removed duplicate values - awk 'Ix[$0]+ + a year ago
[E) 10_million_password_list_top_500.txt Removed duplicate values - awk 'Ix[$0]+ +' a year ago
) 10k_most_common.txt Add 10k most common 3 years ago

£ 1337speak.txt

added word alpha iteration

9 months age

[E) 500-worst-passwords.txt Removed duplicate values - awk 'Ix[$0]+ +' a year ago
E) Ashley_Madison.txt Removed duplicate values - awk '1x[$0]+ +' a year ago
) Basic_Spanish_List.bxt Removed duplicate values - awk 'x[$0]+ +° a year ago
E) KeyboardCombinations.txt Removed duplicate values - awk '!x[$0]+ +' a year ago

E) Lizard_Squad.txt

Lizard Squad Passwords

10 months ago

El MostPopularLetterPasses.txt Removed duplicate values - awk 'x[50]+ +° a year ago
E| README Moved withcount files, created merged list 2 years ago
El SplashData-2015.txt Added splashdata 2015 to passwords. 2 years ago

El Sucuri_Top_Wordpress_Passwords.txt

Update Sucuri_Top_Wordpress_Passwords.txt

Information Security & Cyber Expert

10 maenths age
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¥ Branch: master =  Seclists / Passwords /

3 clem9669 committed 7da5c78 26 days ago

[n  Common-Credentials PR about the issue: #438
[ Cracked-Hashes Quick rename of files
[ Default-Credentials strip trailing whitespace
I Honeypot-Captures strip trailing whitespace
[ Lleaked-Databases strip trailing whitespace
[ Malware Close #291 - Fix encoding issues
BB Permutations rename ‘s/_f-/g’
[n  Software Close #291 - Fix encoding issues
[ WiRi-WPA Add "-" to split up words, moved files since PR accepted
Q Keyboard—Combinations.txt) Add "-" to split up words, moved files since PR accepted
M Most-Popular-Letter-Passes.txt Add "-" to split up words, moved files since PR accepted
[ PHP-Magic-Hashes.txt Adding sha256 magic hash
[ README.md removes exec. bits
M SCRABBLE-hackerhouse.tgz Add scrabble
[ UserPassCombo-Jay.txt "Passwords/" Clean up
M btd-password.txt strip trailing whitespace
[ cirt-default-passwords. et strip trailing whitespace
™  clarkson-university-82.txt strip trailing whitespace
Yosi Shavit MBA, CISM - Information Security & Cyber Expert 38
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Go to file

¥9) History

26 days ago

2 years ago

2 months ago
2 months ago
2 months ago
14 months ago
3 years ago

14 months ago
2 years ago

2 years ago

2 years ago

12 months ago
2 years ago

11 months ago
3 years ago

2 months ago
2 months ago

2 months ago
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¥ Branch: master - Seclists / Passwords / Keyboard-Combinations.txt

G g0tmilk Add "-" to split up words, moved files sinca PR accepted | ...

A1 contributor

9684 lines (9684 sloc) 2.5 KB

zaglzaql
zaqlxswd
zaglcde3
zaglvfrd
zaglbgts
zaqlnhy6
zaglmju?
zagl, kil
zagl.lo9
zagl/;pd
zaqli!

zaglilyg

zagqlDE#

zaglFRS

zaglBGT%
ZagqlhHY "™
zaqllU&

zaql<KI®
zaqllO(

zagli:P)
zaglgwer
zagll23d
Zaglasdf
zaglzxcv
zagl!@#g
za0l2345
zagl3456
zaqlds76
zagl5678
Zaqle7 8o
zaql7899
ZaqlBsea-
zaqloe=-
zaglé-="

Yosi Shavit MBA, CISM - Information Security & Cyber Expert
Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il

39




n,,@g;g NixIgl] NknNo'o

N2 20N NIAN7 TWDN 72200 maa7 Twni

201471

Rank = 2011% 20125 2013® 2015 20168 2017 20189 20191
1 password | password | 123456 1234586 123456 123456 123456 123456 123456
2 | 123456 123456 password password | password password password | password | 123456789
3 | 12345678 | 12345678 | 12345678 12345 12345678 12345 12345678 | 123456789 | qwerty
4 | gwerty abc123 qwerty 12345678 | qwerty 123456738 qwerty 12345678 | password
5 |abc123 | qwerty abc123 qwerty 12345 football 12345 12345 1234567
6 | monkey | monkey 123456789 | 123456789 | 123456789 | qwerty 123456789 | 111111 12345678
T | 1234567 | letmein 111111 1234 football 1234567890 | letmein 1234567 12345
8 | letmein dragon 1234567 baseball 1234 1234567 1234567 sunshine iloveyou
9 | ftrustnol | 111111 iloveyou dragon 1234567 princess football qwerty 111111
10 | dragon baseball adobe1231 | football baseball 1234 illoveyou iloveyou 123123
11 | baseball | iloveyou 123123 1234567 welcome login admin princess abc123
12 | 111111 trustno1 admin monkey 1234567890 | welcome welcome admin qwerty123
13 |iloveyou | 1234567 | 1234567890  letmein abc123 solo monkey welcome 1q2w3edr
14 | master sunshine | letmein abc123 111111 abc123 login 666666 admin
15 | sunshine | master photoshop™ | 111111 1gaz2wsx admin abc123 abc123 qwertyuiop
16 | ashley 123123 1234 mustang dragon 121212 starwars football 654321
17 | bailey welcome | monkey access master flower 123123 123123 555555
18 | passwOrd | shadow shadow shadow monkey passwOrd dragon monkey lovely
19 | shadow | ashley sunshine master letmein dragon passwOrd | 654321 TrevmT
20 | 123123 football 12345 michael login sunshine master 1@#5%" &* | welcome
21 | 654321 jesus password1 | superman | princess master hello charlie 888888
22 | superman | michael princess 696969 qwertyuiop | hottie freedom aa123456 | princess
23 | qazwsx ninja azerty 123123 solo loveme whatever | donald dragon
24 | michael mustang | trustno1 batman passwird zaglzaql qazwsx password1 | password1
25 | Football | password1 | 000000 trustno starwars password1 | trustno1 qwerty123 | 123gwe mInxna
L
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Advanced Operator

site:

filetype:

link:

cache:

intitle:

inurl:

2020 ,"21" 19
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Google Hack

NNITO1 NW21TT,0°WNNWN ,JIRN0™0 2D DTN N23R TNX?2 22122 W19 N1212" 2187

Description

Limit the search query to a
specific domain or web site.

Limit the search to text
found in a specific file type

Search for pages that link to
the requested URL

Search and display a
version of a web page as it
was shown when Google
crawled it.

Search for a string text
within the title of a page.

Search for a string within a
URL

Examples

* site:example.com

¢ mysgldump filetype:sq|

s link:www.example.com

¢ cache:example.com

s intitle:"index of”

s inurl:passwords.txt

Logical Operator

AND or +

NOT or -

OR or |

Tilde (~)

Double quote ()

Period (.)

Asterisk (¥)

Parenthesis (())

Yosi Shavit MBA, CISM - Information Security & Cyber Expert
Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il

Description

Used to include keywords.
All the keywords need to be
found.

Used to exclude
keywords. All the keywords
need to be found.

Used to include keywords
where either one keyword
or another is matched. All
the keywords need to be
found.

Used to include synonyms
and similar words.

Used to include exact
matches.

Used to include single-
character wildcards.

Used to include single-word
wildcards.

Used to group queries

42

Examples

s web AND application
AND security

s web +application
+security

¢ web application NOT
security

¢ web application -security

* web application OR

security
« web application |security

¢ web application ~security
s “web application security”
¢ .eb application security

* web * security

s (“web security” |
websecurity)

mmxna 1
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Google

ext:sgl intext.:@gmail.com intext:password * ,!, Q

Q. Al [ Videos [ Images B News Q Maps i More Settings

About 3,700 results (0.37 seconds)

guickforms3.eecs uottawa. ca » readme » loginSetup -

Copyright (c) 2014 Austin Chamney, achamney@gmail.com ...

... into fact_teamiMembers values ("John','Smith’,'admin’,’
212327297a57aba743894a0e4a8011cd','devieam@gmail.com’,1,1.0); —Username: admin,
Password: .

homepage.cs.latrobe.edu.au » letsconnect » letsconnect -

phpMyAdmin SQL Dump -- version 3.1.3.1 -- http://www ...

... ‘email” varchar{255) NOT NULL, "password” varchar(255) NOT NULL, "address’
varchar(255) DEFAULT NULL, “city” varchar{200) DEFAULT NULL, "contact™ ...

175.138.31.43 » sistem » vote » admin » dbBackups

polling3.sqgl - Name

.. varchar(45) NOT NULL, ‘last_name’ varchar(45) NOT NULL, “email’ varchar{45) NOT NULL,
‘password’ varchar(45) NOT NULL, PRIMARY KEY ("admin_id") ) ...

www.sds.com.ph » survey_1220201... ~ Translate this page

SQLyog Community MySQL - 5.6.20 : Database - survey bkup ...

. NULL, "IS_ACTIVE" tinyint(1) DEFAULT "1', 'PASSWORD" varchar{255) COLLATE ...
(1,'prasurvey01.noreply@gmail.com’,1,'Km99eyvu2CDNDBJYEVQE1Q' ...

github.com » blob » master » src» main » resources » i... -

com.ecs.samples.spring.simple.rest/import.sgl at master ...

password = admin1 /. INSERT INTO USERS (id authority,email password registered) VALUES
{1'ROLE_USER' 'useri@gmail.com’ _

Tools

W19°7TT2 RNAT

ext:sql intext:@gmail.com intext:password

2020 ,"21" 19
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Google hacking

Advanced operator table:

Operator Purpose Mixes with Can be Does search work in
other used
operators? alone? Web | Images Groups | News
intitle Search page yes yes yes yes yes yes
title
allintitle Search page no YesS yes VeSS YEsS wes
title
i Search URL yes ves Yes yes not like intitle
realhy
allinurl Search URL no ves YEes Yes yes like intitle
filetype Search yes no Yes yes no not really
specific files
allinte:xt Search text of not realky yes Yes yes yes yes
page only
site Search yes yes Yes yes no not really
specific site
link Search for no yes yes no no not really
links to pages
inanchor Search link yes yes yes yes not yes
anchor texi realhy
numrange Locate yes yes yes no no not really
number
daterange Search in yes no yes not not not really
date range really realhy
author Group author yes yes no no yes not really
search
group Group names not realky Yes no no Yes not really
search
insubject Group subject yes Yes like like Ves like intitle
search intitle | intitle
msgid Group msgid no Yes not not Ves not really
search really | really A
IITINXRTL] \
: : : : oImwyna |
44
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2. C D

thonthao6.sextgem.com/files/su

TrCTpnp =

='USER ID:rahul9267671167bimt@gmail.com’;
='PASSWARD:rahulhinalll’;

2><c2php

='USER ID:rahul3267671167bimt@gmail.com’;
='PASSHARD:rahulhinalll’;

2><2php

='USER ID:yar yeh phisher kon kon use krha hai®;
='PASSWARD: 2222";

?><?php

='USER ID:dvirus_ajju@yahoo.in';
='PASSWARD: ' ;

?2><2php

='USER ID:Prakashpsm@live.in';
='PASSHARD:akshaykatrina';
?2><2php

= 'USER ID:Prakashpsm@live.in';

= 'PASSWARD:akshaykatrina';
?><2php

='USER ID:prakashpsm@live.in’;

= "PASSHWARD:akshaykatrina';
?><2php

='USER ID:ashukp584@yahoo.com”;
='PASSWARD:divyaps';

¥><?php

='USER ID:ashukpS84@yahoo.com”;
='PASSWARD:divyaps’;

?><?php

='USER ID:shrisheshafigmail.com’;
="'PASSWARD:9900878675 ' ;

>><?php

="USER ID: shrishesha@gnail.coq';
='PASSWARD:9900878675 " ;

?><2php

='USER ID:Bhindal18@yahoo.com';
="PASSHWARD: '

’><?php

='USER ID:Dhiraj. suryavanshl‘;
="PASSHARD:585523"

2><2php

='USER ID:akibbagwand®®7@yahoco.com’;
='PASSWARD:akibakib’';

2><2php

='USER ID:akibbagwan@@7@yahoo.com’;
='PASSMWARD:786786" ;

2><2php
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beithamaayanf@walla.com
hodakal@gmail.com
aviv_rentl@bezeqint.net
inbalims@zahav.net.il
etl88@walla.co.il
contact@ekdesign.co.il
adi.tzachar@gmail.com

stevenalina@walla.com
shimixxxx@walla.com
shayn@nioi.gov.il
alon@ekdesign.co.il
karnona@yahoo.com
elie_asaraf@walla.co.il
kifkef@kifkef.co.il
coolit@inn.co.il
yardenbp@gmail.com
joel7@@walla.com
talizh@gmail.com

orit_nakar20@3@yahoo.com

liormaaam@walla.com
shacharfl@bezeqint.net
drreshefiggmail . com

yeudit@greenlrealestate.
eve@vayax.co.il e1234567

679239
1g2w3edr
7233826

301084

340867

123456
adil23456
123456

password

com

eldorado
1122
dba621
123456
233@7maya
1q2w3e
458123
tamarl5s
tulli2eee
123456
tall234
tuxyrkhv
0528546365
ys321948
a355v41l

you are wathcing user and

Yosi Shavit MBA, CISM - Information Security & Cyber Expert

45 I:‘]"!‘],l1;|rj

vy

Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il

of


Hacking username and password with google dorking.mp4
Hacking username and password with google dorking.mp4
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