i Ayt

N2 20N NIN?7 TWDN 712200 niany Twni

NITNXRNN
oI"wynn v' ;5
7RAY Yy

1 221T7-=72"0 Niaina mo™ 1J[JJ]T]

Yosi Shavit MBA, CISM - Information Security & Cyber Expert
Cellular: 058-6662242

Mail: yosish mail.com , yosish(@sviva.gov.il /,
yosish@gmai , Yosish@sviva.gov.i —
2 wrrwyna ;o 3

2020 ,"21" 8

vy oA~



o)
N

uie @ |
N2'20N NIAN? TIWDN 12707 min7 Twni Tmm‘ﬂl? ’m‘ il [HJJ]‘ ]EIJ

N1IIANN 1T ZERO DAY N19RNNO

DOS , DDOS NAPNINE

WAF — 11"82"29R1 2D N1ane

DAF — T"11NI7N 0'021 2D nane

NAC - W12 0171 0'2'71 NI 2D 114 ©
DLP - DT 01721 2D nuane

?

g
l
2 Q

2020 T 8 Yosi Shavit MBA, CISM - Information Security & Cyber Expert 43

v
Cellular:058-6662242 Mail: yosish@gmail.com

2




- 6 700 B =2 Th1
e 0 ZERO DAY -2 TVIRDATT

10 ORI Til 07912 D17 ™D T°XARiN N1aXil MR?2

n'_’{ » Libraries » Documents » w | 49 || Secrch Documents Pl
Organize v _)Open  Shawewithv  E-mail  Newfolder E~ 3 ©
W Favortes Documents library bt

Includes: 2 locations
<4 Ubeanes Name : Date modified Type -
| 3IFTA3NAEFFICFIADFATAMASOCSH0.07288 10/272013310PM 07288 File
oY Homegroup || 4684233608288 CE2E21 FEFE0CCICEDDITON 10/2/2013 310 PM 37034 File
| SOFMECBA2N62EAASBETIERSF178FOCF.CADBY 10872013 3:10PM  CADE? Fde
¥ Compwe L 10ESAETI001 147 D85 A49651 7686691550682 10/8/2013 210 PM  SDES2 Fike
& __| 708858F7189C15772C238DAAST100801 F13C6 10/8/2013310PM  F13C6 Fite 3
| 1340870CA2AEB35E74B2CMOFEDAFE3] 3BFFS 10/8/2013 310 PN 3BFFS e [
| STOL03F25T6564TDS855725656875191 5565C 10/8/2013 310PM  8565C Fie L
) A29B874B3009191619C0DBD382940D59.FODSA 10/8/20133:10PM  FDDSA File l
| CI959A4CA0TCREXE3CEBI47851 T187C.01194 10/8/20133:10PM DI Fide
L D3E9992C400€24491352310140FD1FCELOTCH 10372013310 PM  107C9 File
|| A29B37485009191619C0080382940059.F0087 10/8/2013 310 PM  FODSA File
L CT959A4CA0TCREXE63CEB34TS51T187C.011C6 10/3/2013310PM D11 File
| DIE9992C400E24 A91 3523101 40FDIFCEL07CH 10/2/2013340PM 10709 File
‘ C DSESEERI ROEE AR IETOR IEMNEVROE IS A £ 3506 NERONI AN L3508 T o
« m ] ’
3TFT4390AEFFOCF14D8FATA24A6DCS90.0... Date moddied 10/8/2013 210 PM Date created: 3/17/2015 1:30 PM
07288 Fie Sae 620 KB
mmxnm
2020 M1 8 Yosi Shavit MBA, CISM - Information Security & Cyber Expert 44 YN HXQ‘”’
' Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il



N2’20N N1An7 TIYDN

1270 ¢
mwim

122011 N7 Twnn

7 ZERO DAY "191 0"1MA0 T'R

SAND BOX — 21TT TIIR

2020 ,"21" 8

- 45
Yosi Shavit MBA, CISM Information Security & Cyber Expert YNV i'z‘

Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il



| &4
|
— T

127D ()
MWl

hlalals])] ﬁ]]ﬂ'? TYWDN 12200 a7 wnn

2020 21" 8

OR AS

PUT IT -~

\i\

U7 r

PROCESS

] Em

!
!
-

SS
£SS

(&~

THE SANDBOX TEAM

-= WE'VE TAKEN

BOUNDARY =~

0 PROCESS

DCESS

- enmemmmemes ey

----J

THIS EXISTING PROCESS

v

== AND MADE IT

iNTO A JAIL.

Yosi Shavit MBA, CISM

Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il

Information Security & Cyber Expert

46

omwyna P
v g;_?ﬂf‘_




N 0'1"an TR

N2 20N NIIN?7 TYUDN  mmon nan7 Twni -

SAND BOX — 21TT TITIX

1100 = 2117 TR WIN'W Wi 0112 19797 T8

Yosi Shavit MBA, CISM - Information Security & Cyber Expert 47 o '?H'II\'PJ v 0‘3

2020 ,"1" 8 . . . . . .
Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il ¢



Google Chrome & Security- Sandboxing.mp4
Google Chrome & Security- Sandboxing.mp4
../סרטים/מושגים בסיסיים בהגנת סייבר/Google Chrome & Security- Sandboxing.mp4
../סרטים/מושגים בסיסיים בהגנת סייבר/Google Chrome & Security- Sandboxing.mp4

DJ'JOD\..IVJ\V]_JD'? TWUDN :T;J:J:j? Twnn J ] 1 [_I_] ! 9 ]_] ] g I? ]_] I—I

2 You have 1 new ALERT message - Western European (ISO)

: File Edit VYiew Tools Message Help .,
& ® v | % X |0 O v
Reply Reply all  Forward Print Delete Previous hlext Addresses
From: Bank Otsar Ha-Hayal
Date: 07:33 2008 Y1 28 ey DY
To: webmaster@joint.co.il
Subject: You have 1 new ALERT message .l? 7 N] _I. .D 'I'? 1 |7 n .D ]_] N
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https:iilogin bankhapoalim. co.ldfca-binpoalwwwe? &bank=414

No wirus found in this incoming message.
Checked by AVG.
Verston: 7.5.519 { Virus Database: 269.22.1/1347 - Release Date: 3/27/2008 7:15 PM
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http:/ /securityaffairs.co/wordpress /57429 /cyber-crime /cost-ddos-attack-service.html

How much costs a DDoS attack service? Which factors influence the final price?

March 26, 2017 By Pierluigi Paganini

How much costs a DDoS$S attack service? Kaspersky Lab published an analysis on
the cost of a DDoS attack and services available in the black markets.

Kaspersky Lab has published an interesting analysis on the cost of DDoS attacks. The
experts estimated that the cost to power a DDoS attack using a cloud-based botnet
of 1,000 desktops is about $7 per hour. A DDoS attack service typically goes for
$25 an hour, this means that the expected profit for crooks is around $25-$7=%$18

per hour.
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Web Application Firewall

Cyber Attack
)?‘ Securing Cloud-based Web Applications

SOURCE: https://www.lanner-america.com /network-computing /securing-cloud-based-web-applications-next-generation-waf
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Database Firewall

Database
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Web Application
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source: https://www.thesecuritybuddy.com/database-security /what-is-database-firewall
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Personal & Corporate Data DLP — DATA LOSS PREVENTION

, DLP = DATA LEAK PREVENTION
Data In Use Data In Motion Data At Rest
DLY: DLE DLP = DATA LOSS PROTECTION
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