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Yosi Shavit MBA, CISM - Information Security & Cyber Expert
Cellular: 058-6662242
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[MailServer Notification]Web Reputation Notification - Message (Plain Text)

Mon 7/13/2020 €11 PM

Administrator <scan-macro03@tehila.gov.il>
[MailServer Notification]Web Reputation Notification
To  Yosi Shavit i or

0 We removed extra line bresks from this message.

Message details:

Server; SCANMACRO15-3

Sender: yosish@sviva.gov.il;

Recipient: moran@industry.org.iknirk@industry.org.il;renanab@industry.org.il;
Subject'n M1 M0 WM - WD WO NIXD 1

{2 Administrator [MailServer Notification]Web Reputation Notification

’ - e A .
B gnoe P Q @ (£ E2Meeting 2021 po120 B3 To Manager Vi T Rules [ ==| p ) #Fnd Q
el Rl R (‘ ; ')d Tearn Email + Done y 0 OneNote Motk ol . &3' B Related =
. Delete  Re ey arward [ . - ove ark Categorize Follow = Translate som
& Junk vy Reply FEMore~  CReply &Delete  # Create New | M B nctionse ook, o S 1 et
Delete Respond Quick Steps [F] Move Tags [F} Editing Zoom

https://theredgone.com/OL/ has been detected as suspicious URLs,and Quarantine entire message has been taken on 7/13/2020 6:10:58 PM.
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Log Collection

Reportin
Aggregation/ - J

Correlation

Research
& Development

Ticketing

Source: https://gbhackers.com soc-indicofor/

Threat Intelligence

Knowledge Base

Source: https://www.cloudsec.com /wp-content /uploads/2016/09/au_Disruption-in-Cloud Sumo-Logic-by-Layer-8-Security.pdf
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https://gbhackers.com/soc-indicator/
https://www.cloudsec.com/wp-content/uploads/2016/09/au_Disruption-in-Cloud_Sumo-Logic-by-Layer-8-Security.pdf
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ALERTS FROM:
(( )) * Security Intelligence Platform
* Help Desk
\ 4

* Other IT departments

* Monitoring

| |
T I e r 1 « Opens ticket and closes false positives sOC "2

* Basic investigation and mitigation

* Deep Investigations
» Mitigation / recommends changes

» Advanced investigations ¢ Forensics
* Prevention * Counter intelligence
* Threat hunting * Malware reverser

KN Tier 3

Figure 2: Example of a three-tier SOC and related responsibilities.

Source: https://www.splunk.com/en us/cyber-security /security-operations-automation /building-a-soc-with-splunk.html
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https://www.splunk.com/en_us/cyber-security/security-operations-automation/building-a-soc-with-splunk.html
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Yosi Shavit MBA, CISM -  Information Security & Cyber Expert -
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