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Black Hat
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Remote Hacker
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Remote Hacker

Management Ettercap
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.LLEJ Address Resolution Protocol or ARP - _ . .EE.
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ARP Cache Poisoning
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ARP Scanning
ARP Back Scattering é

Accountlng %
Department Secondary
Database nImxna ’
- 11 "
2020 2" 15 Yosi Shavit MBA, CISM Information Security & Cyber Expert e ek }Ej ~

Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il



1" £
i R0}t

N2 20N NIANT7 TWDN  mnoi many wnn

Mac Spoofing Attack

N0IN1 "MW I2 MAC ADDRESS TIIN'R2 (NWTM DI 71112 1N"IW 1970 YD) NWIN NR 9101 921N

1iIM2 2ininn?

1077 N1ADNN 22 N1A1D D1 DEFAULT GATEWAY -D 1NXD 1°X¥N q21N0N

ABCD.EFO0.0001 Fain
ABCD.EFOO0.0002 Faliz
PC1 V_— PC2 e
- —FaDI‘l_- —Fani2
o> - 5L
2

ABCD.EFD0.0001

— 10.20.0.1

ABCD.EFO0.0001 Faln

ABCD.EFO0.0002 Fal/3

ABCD.EF00.0001 — ) ABCD.EF00.0002
10.20.0.1 10.20.0.254 192.168.0.1 \

Source: https:/ /www.jannet.hk /en/post/mac-address-table-attack
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Default Gateway

Internet Protocol Version 4 (TCP/IPvd) Properties @I&

General

You can get IP settings assigned automatically if your network supports

o can et P setings sssgned autontcly fyou etk uopor NIWRNA 21 NWIA X2 TWRNN IR 1728 A0TNAT 1712
R Pins | rant to get? -1 2W NN D712, 727NN N NS 28 K37
© Gbtan an P adressautomascay IITIR NWT?2 T'R¥1 1D77W ROUTER
(@) Use the following IP address:
IF address: 200,200, 0 .1
Subnet mask: 253,255,255, 10
Default gateway: 00.200. 0 . 2
NN /'
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1T — MAC ADDRESS

10.20.1.100 ‘ v ” 192.168.0.12 n'0"an N2man

|
From: MAC Address of “B” From: MAC Address of “C”
To: MAC Address of “C” To: MAC Address of “D”

MAC

Media Access Control Address

L I J
| |

From: MAC Address of “A"
To: MAC Address of “B”

Oy Ungue Unaersally v Address
Computer "A” Router “B” Router “C” Server “D”
Source: https://askleo.com/whats the difference between a mac address and an ip address
mmxnm :
omeyna {P'
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ARP = Address Resolution Protocol

<FW>display arp
2017-11-07 17327354:130 +02300
MAC ADDRESS EXPIRE(M) TYPE INTERFACE VPN-INS

48fd-8e10-4680 GE0/0/0 default
48fd-8e10-4681 GE0/0/1
204 7-47at-f37fF GE0/0/1

Incomplete GE0/0/1
48fd-8e10-4683 GE0/0/3
48fd-8e10-4684 . GE0/0/4
48fd-8e10-4685 GE0/0/5
48fd-8e10-4686 GE0/0/6
48fd-8e10-4687 GEO0/0/7

Dynamic: 2 Static:0 Interface:7

mMxna A

J |
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Windows IP Configuration

Ethernet adapter Ethernet:

Media State . « « + =« « « « « . ! Media disconnected :\Users\yossefsrtracert www.ynet.co.il
Connection-specific DNS Suffix . : sviva.gov.il
~acing route to el2476.b.akamaiedge.net [23.195.18.161]
Ethernet adapter Ethernet 2: ver a maximum of 38 hops:
Connection-specif
Link-local IPv6 Address
IPv4 Address.

Subnet Mask
Detault Gateway

Bl e

{0 I T Iy == |_. |_.
WA R A

1
2
4
B

Wl P

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix :

Mobile Broadband adapter Cellular:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix :

mmann 1
oTI"WYna ;N
17
v ~
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Capturing from ethl [ I - ]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
WaA® D[ IRE Q « » Jes=[EaaqaiF
|I|icmp ] 'I Expression..  +
No. Time Source Destination Protocol Length Info =
1214467 224,039208825 172.16.1.2 172.16.1.254 ICHMP 116 Echo (ping) request 1d=0x
1214696 224,062466172 172.16.1.2 172.16.1.254 ICHMP 114 Echo (ping) request 1d=0x
1236738 226.044383693 172.16.1.2 172.16.1.254 ICHMP 116 Echo (ping) request 1d=0x
1236949 226.066464998 172.16.1.2 172.16.1.254 ICMP 114 Echo (ping) request 1d=0x
1376853 238.577461725 172.16.1.2 172.16.1.254 ICHMP 116 Echo (ping) request 1d=0x
1377089 238.602675214 172.16.1.2 172.16.1.254 ICHMP 114 Echo (ping) reguest 1d=0x
1399115 240.580919267 172.16.1.2 172.16.1.254 ICHMP 116 Echo (ping) reguest 1d=0x
1399316 240.602473039 172.16.1.2 172.16.1.254 ICHMF 114 Echo (ping) request 1d=0x
1421510 242 .585849188 172.16.1.2 172.16.1.254 ICMF 116 Echo (ping) request 1d=0x
1421646 242.602516834 172.16.1.2 172.16.1.254 ICHMF 114 Echo (ping) request 1d=0x~
q 3

Frame 1192625: 114 bytes on wire (912 bifts), 114 bytes captured (912 bits) on interface 0

« Ethernet II, Src: Cilsco_37:cB8:e5 (00:1e:7a:37:cB:e5), Dst: Cisco_8f:c3:clO (00:16:46:8f:c3:cl)
» Destination: Cisco_8f:c3:cO (00:16:46:8f:c3:c@)

170y 11710 TR'ST)

» Source: Cisco_37:c8:e5 (00:1e:7a:37:c8:eb) |-

Type: IPv4 (0x0800) *athl

» Internet Protocol Version 4, Src: 172.16.1.254, Dst: 172.16.1.2
» Internet Control Message Protocol

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmI@® B REG Q «» .0 @ a @ F

[I|AmﬂyadBpMyﬁner”<vab ']Expmsmonm

No. Time Source Destination Protocol Length Info
1192608 222 088832865 00! : 3 42 Gratultous P for 0.
1192609 222.088963807 fO:1e:34:12:07:4d ARP 42 Gratultous ARF for 0.
1192610 222, 089031190 fO:1e:34:12:07:4d ARP 42 Gratultous ARF for 0.1
1192611 222 089161945 fo:le:34:12:0f: 4d ARF 42 Gratultous ARP for o.
1192612 222.089229433 fo:le:34:12:0f: 4d ARP 42 Gratultous ARP for @,
1192613 222, 089360403 fO:1e:34:12:0f: 4d ARP 42 Gratultous ARFP for 0.1

O 7 Frame (frame), 114 bytes Packets: 1952692 - Displayed: 2 1192614 222 . 080428023 fO:1e:34:12:0f: 4d ARP 42 Gratuiltous ARP for 0.l

1192615 222, 089558960 fO:1e:34:12:07:4d ARF 42 Gratultous ARF for 0.1
1192616 222 089626328 fO:1e:34:12:07:4d ARP 42 Gratultous ARF for 0.1
1192617 222, 089757333 fO:1e:34:12:07:4d ARP 42 Gratultous ARF for 0.1

on interface ©

+

Frame 1192608: 42 bytes on wire (336 bits), 42 bytes captured (3

» Ethernet II, Src: 00:14:1c:Qe:43:c0, Dst: fO:1e:34:12.0f; 4d
» Destination: fO:1e:34:12:0f:4d
P Source: 00:14:1c:0e:43:c0
Type: ARP (0x0806)
» Address Resolution Protocol (request/gratuitous ARP)

Yosi Shavit MBA, CISM - Information Security & Cyber Expert

36 bits)

oI"wyna
7Nvn

Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il

"[’

'\J



s @
i 0'11N10 002 2D MU2Nnwn - na*'pnia N™a211nn

D171 0021 "TNW 12 nmwpnin napn MR 1j20mM D3N g »
ICS-i1 W2 DB-i1 NW 2R ™D T2 27711 q21Ni »

Remote Hacker

SQL = TCP 1433

ORACLE = TCP 1521

Accounting s % Primary

Department

Secondary Database
Database
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Remote Hacker

Inventory/
Management g o Imir
M 0"12100
PLC
e 1121

Process \
Control |
Network ]

=
Accounting . Bty . Operator Human

MODBUS= TCP 502

Department Machine Interface
4 Secondary Database
Database
ll
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12101 INT NW™22 "2 TD N1j212n K2 0712 NTNa / N0 =

N1D10N N12°D7 NN 090 NKRX1N = 0290 1110 1NN PH NN DT / NR2D i
(ICS) 2Danid N'N™wvn N1pd 710N 2109N21 AMURW NANR N12°ba 22 =
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SHODAN

2009 9102 1"MR? N20W NR >

NIDIDN 0MTAR ,0M120) ICS "1™ 1D VINUI'R? 021w 017 1201nW wa T vun »
. N23N (NTRR0

012N 2D 0°11N1 0?2 290101 02102 TMNaW 02171 MITIR ARDN DIX™T?2 0MIRRi12 18N *20 »
St:gglm,ewhichwaspulinservicetowardtheendof2009, is a search engine that catalogs all Internet facing ._]n]—[J] n?DE]n ]—I]Jj])n ,D1H]]—Ig U-'UW]E] IP ]_]]].]]_ID

devices including control systems. It is a great tool for performing reconnaissance, and as such, it has been
called the “Google for hackers.” It provides information that an attacker would find useful, including ports,
hostname, country, server operating system, server version, and more. SHODAN stands for Sentient Hyper-
Optimized Data Access Network.

On February 2011, a researcher was able to identify and easily access an ICS using information gleaned from
SHODAN. There was minimum impact on business functionality because the researcher only “looked around.”
He reported the vulnerability, and ICS-CERT worked with the asset owner to secure the system.

Information from SHODAN was recognized by ICS-CERT as a potential vulnerability well before this incident.
On October 28, 2010, ICS-CERT issued an alert, [CS Alert 10 301-01. "Control System Internet Accessibility."

[ J
e https:/ /www.shodan.io/
- Placing all control systems assets behind firewalls, separated = ; - | .' ' e e '

from the business network.

= Deploying secure remote access methods such as Virtual
Private Networks (VVPNs) for remote access.

- Removing, disabling, or renaming any default system accounts

(where possible).

= Implementing account lockout policies to reduce the risk from
brute forcing attempts.

- Implementing policies requiring the use of strong passwords.
= Monitoring the creation of administrator level accounts by third-

party vendors. . h

nmxna
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Webcam

best ip cam search | have found yet

Cams
admin admin

2 m

Netcam
Netcam

netcam

default password
Finds results with "default password" in the ba...
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Industrial Control Systems

XZERES Wind Turbine

XZERES Wind designs & manufactures wind energy systems for small wind turbine market
designed for powering homes farms or businesses with clean energy.

PIPS Automated License Plate Reader
The PIPS AutoPlate Secure ALPR Access Control System catalogs all vehicles entering or exiting an
access point to a site or facility.

Information Security & Cyber Expert

What Are They?

In a nutshell, Industrial control systems (ICS) are computers
that control the world around you. They're responsible for
managing the air conditioning in your office, the turbines at a
power plant, the lighting at the theatre or the robots at a
factory.

Common Terms

ICS Industrial Control System

SCADA Supervisory Control and Data Acquisition
PLC Programmable Logic Controller

DCS Distributed Control System

RTU Remote Terminal Unit
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Protocols

0'mnag 021210119

LT 2™D701 2D 12WTT X2 1XNW 0™ - AT K22 0721210119 222 71712

The following protocols are some of the languages that the industrial control systems use to communicate across the Internet. Many of them were developed before the Internet became widely used,
which is why Internet-accessible ICS devices dont always require authentication - it isnt part of the protocol!

*ﬂadbus

Madbus is a popular protocol for industrial control systems
(IC5). It provides easy, raw access to the control system
without requiring any authentication.

Explore Modbus

TRiD!UM

Coreaciog Tl wa rasine

The Fox protocol, developed as part of the Niagara framework
from Tridium, is most commeonly seen in building automation
systems (offices, libraries, Universities, etc.)

Explore Niagara Fox

Service Request Transport Protocol (GE-SRTP) protocol is
developed by GE Intelligent Platforms (earlier GE Fanuc) for
transfer of data from PLCs.

Explore GE-SRTP
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SIEMENS

57 (57 Communication) is a Siemens proprietary protocel that
runs between programmable logic controllers (FLCs) of the
Siemens 57 family.

Explore Siemens 57

BACnet is @ communications protocol for building automation
and control networks. It was designed to allow communication
of building autemation and contrel systems for applications
such as heating, air-conditioning, lighting, and fire detection
systems.

Explore BACnet

Ra2E Ty

The HART Communications Protocol (Highway Addressable
Remote Transducer Protocol) is an early implementation of
Fieldbus, a digital industrial automation protecol. Its most
notable advantage is that it can communicate over legacy
wiring.

Explore HART-IP

Information Security & Cyber Expert
Cellular:058-6662242 Mail: yosish@gmail.com, yosish@sviva.gov.il

g

DMP3  (Distributed MNetwork Protocol) is a set  of
communications protocols used between components in
process automation systems. Its main use is in utilities such as
electric and water companies.

Explore DNP3

Etheri'et/IF

EtherNet/IP was introduced in 2001 and is an industrial
Ethernat network solution available for manufacturing
automation.

Explare EtherMet/IP

[DER

PCWaorx is a protocol and program by Phoenix Contact used
by a wide range of industries,

Explore PCWorx
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337

Poland
United States
Greece
Sweden

Italy

FTP

Telnet (Lantronix)
1883

8081

BACnet
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Cosmote Mobile Telecommunications 5.A.

Verizon Wireless
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Mosquitto
Apache httpd
WindWeb
InfluxDE
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modbus

Explore Pricing

Enterprise Access

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

82.143.147.168
Netia SA

mm Foland, Wroclaw

46.233.128.2

Ir2n Energia 5.p.a

BN ialy, Turin

228 Modbus-GPRS-Gateway FTF Server Ready
538 Mot logged in.
582 Command not implemented

211-Features:

MODEM AES 44 88
Press Command Number
1} Lancia il Polling su IZC

su  MBUS

su  MODBUS

il Pellin,

il Pell

8} Download app ne di test

166.254.93.217

Verizon Wireless

BE \nited States

Hodbus/TCP to RTU Bridgs

HM&C address @@5243CB2865

Software version V3.

Press Enter for Setup Hode

78.141.134.213

POST Luxembourg

= Luxemboura
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Explore Pricing Enterprise Access

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

178.165.8.190 (&'

Maxnet Telecom

™ Ukraine, Kharkiv

220.142.186.203 (&'
HiNet

B Tawan, Kaohsiung City

t: admin/1234"7

admin/1234
195.196.231.140 &'
InformationsTeknik i Norrbotten AB HTTP/1.1 421 Unzuthorizaed
BB Sweden, Puoltikasvaara E
F ¢ admin/1234
Content-Type: text/html
86.110.38.18 (&'
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Y dmin/1234
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ITTTT 1 — SNIFFER
0 WNNN NWIA 121D 1N MIR12 NDTW 11010

@ "Wireless Network LONNecton £ |Wireshark £.2./ (V4Z/-U-globlavs)] 0 B
File Edit View Go Capture Analyze Statistics Telephong Tools Internals Help

coams BNXE Aaevs0Te(EE QAaan F08 % 8 Nn/‘”-l"?
Fille|:| |2|Explssion... Clear Apply Save Apply this filter '
No. Source Destination Protocol Length Info
c 239.255.255.250 S5DP M-SEARCH 1.
10.16.72.56 10.16.72.255 BROWSEF 243 Local Master Announcement MININT-MKLFPAF, wWorkstation, serve WI RES HARK
10.16.72.62 239.255.255. 250 55DP 316 NOTIFY * HTTP/1.1
10.16.72.51 192.168.174. 80 TCP 92 52039 — 8080 [PSH, ACK] Seg=1 Ack=1 Win=259 Len=38
192.168.174. 80 10.16.72.51 TCP 60 BO80 — 52039 [ACK] Seg=1 Ack=39 Win=65535 Len=0
192.168.174. 80 10.16.72.51 TCP 99 B080 — 52039 [PSH, ACK] Seg=1 Ack=39 Win=65535 Len=45
10.16.72.51 192.168.174. 80 TCP 55 52285 — 8080 [ACK] Seq=1 Ack=1 Win=876 Len=1
102.168.174. 80 10.16.72.51 TCP 60 8080 — 52285 [ACK] Seq=1 Ack=2 Win=65535 Len=0
10.16.72.51 192.168.174. 80 TCP 54 52039 — 8080 [ACK] Seq=39 Ack=46 Win=259 Len=0
fe80::113a:681:868dff02::C S5DP 208 M-SEARCH * HTTP/1.1
fe80::a1f2:bbc:c693ff02::C S5DP 208 M-SEARCH * HTTP/1.1
10.16.72.60 239.255.255. 250 55DP 316 NOTIFY * HTTP/1.1
fe80::113a:681:868dff02::C S5DP 208 M-SEARCH * HTTP/1.1
10.16.72.62 239.255.255.250 55DP 316 NOTIFY * HTTP/1.1
fe80::a1f2:bbc:c693ff02::C S5DP 208 M-SEARCH * HTTP/1.1
fe80::a1f2:bbc:c693ff02::C S5DP 208 M-SEARCH * HTTP/1.1
fe80::a1f2:bbc:c693ff02::C S5DP 208 M-SEARCH * HTTP/1.1
10.16.72.65 239.255.255. 250 55DP 215 M-SEARCH * HTTP/1.1
10.16.72.65 239.255.255. 250 55DP 215 M-SEARCH * HTTP/1.1
10.16.72.65 239.255.255. 250 55DP 215 M-SEARCH * HTTP/1.1
fe80::113a:681:868dff02::c SSDP 208 M-SEARCH * HTTP/1.1
10.16.72.60 239.255.255. 250 55DP 316 NOTIFY * HTTP/1.1
JcomEuro_14:a1:01 EBroadcast ARP 60 Gratuitous ARP for 10.16.72.253 (Request)
fe80::a1f2:bbc:c693ff02::C S5DP 208 M-SEARCH * HTTP/1.1
10.16.72.65 239.255.255. 250 55DP 215 M-SEARCH * HTTP/1.1
JcomEuro_14:a1:01 EBroadcast ARP 60 Gratuitous ARP for 10.16.72.253 (Request)
10.16.72.64 255.255.255.255 UDP 124 64914 + 1211 Len=82
10.16.72.62 239.255.255. 250 55DP 316 NOTIFY * HTTP/1.1
10.16.72.51 192.168.174. 80 TCP 55 52181 — 8080 [ACK] Seq=1 Ack=1 wWin=260 Len=1
192.168.174. 80 TCP 60 BO8B0 — 52181 [ACK] Seg=1 Ack=2 wWin=65535 Len=0
31 12 10.16 . B( 54 52332 -~ 80 [R ] q= 1 wi Le
.~ 3212.552369 10.16.72.51 ~  192.168.174.80 = TCP 54 52338 - B0B0 [FIN, ACK] Seq=1 Ack=1 Win-258 Len-0
| 3312.552587 10.16.72.51 192.168.174.80  TCP 54 52334 - B080 [FIN, ACK] Seq=1 Ack=1 Win=257 Len=0
34 12.552656 10.16.72.51 192.168.174. 80 TCP 54 52333 - 80 [FIN, ACK] Seq=1 Ack=1 wWin=64314 Len=0
35 12.564292 192.168.174.80 10.16.72.51 TCP 60 BOBO — 52338 [ACK] Seg=1 Ack=2 win=65535 Len=0
| 3612.564411 192.168.174.80  10.16.72.51  TCP 60 8080 - 52338 [FIN, ACK] Seq=1 Ack=2 Win=65535 Len=0
37 12.564442 10.16.72.51 192.168.174. 80 TCP 54 52338 — 8080 [ACK] Seq=2 Ack=2 Win=258 Len=0
38 12.565721 192.168.174.80 10.16.72.51 TCP 60 80 — 52333 [ACK] sSeg=1 Ack=2 win=4312 Len=0
39 12.565839 192.168.174.80 10.16.72.51 TCP 60 BOB0O — 52334 [ACK] Seqg=1 Ack=2 wWin=65535 Len=0
40 12.565864 192.168.174.80 10.16.72.51 TCP 60 80 — 52333 [FIN, ACK] Seg=1 Ack=2 win=4312 Len=0
41 12.565898 10.16.72.51 192.168.174. 80 TCP 54 52333 - 80 [ACK] Seq=2 Ack=2 win=64314 Len=0
| 4212.565984 192.168.174.80  10.16.72.51  TCP 60 8080 - 52334 [FIN, ACK] Seq=1 Ack=2 Win=65535 Len=0
43 12.566017 10.16.72.51 192.168.174. 80 TCP 54 52334 -~ 8080 [ACK] Seq=2 Ack=2 wWin=257 Len=0
44 12.636247 feB80::113a:681:868dff02::c 55DP 208 M-SEARCH * HTTP/1.1
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