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EXampile

SHODAN, which was put in service toward the end of 2009, is a search engine that catalogs all Internet facing
devices including control systems. It is a great tool for performing reconnaissance, and as such, it has been
called the “Google for hackers.” It provides information that an attacker would find useful, including ports,

hostname, country, server operating system, server version, and more. SHODAN stands for Sentient Hyper-
Optimized Data Access Netwaork.

On February 2011, a researcher was able to identify and easily access an ICS using information gleaned from
SHODAN. There was minimum impact on business functionality because the researcher only “locked around.”
He reported the vulnerability, and ICS-CERT worked with the asset owner to secure the system.

Information from SHODAN was recognized by ICS-CERT as a potential vulnerability well before this incident.
On October 28, 2010, ICS-CERT issued an alert, ICS Alert 10 301-01. "Control System Internet Accessibility."

https: / /www.shodan.io/

Summary of Recommendations:
= Placing all control systems assets behind firewalls, separated
from the business network.

= Deploying secure remote access methods such as Virtual
Private Networks (VPNs) for remote access.

= Removing, disabling, or renaming any default system accounts
(where possible).

- Implementing account lockout policies to reduce the risk from
brute forcing attempts.

= Implementing policies requiring the use of strong passwords.

- Monitoring the creation of administrator level accounts by third- '
party vendors.
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) | & Secure | https://www.shodan.io/explore/category/industrial-control-systems

Industrial Control Systems
What Are They?

In a nutshell, Industrial control systems (ICS) are computers
that control the world around you. They're responsible for

XZERES Wind Turbine ; sl b : :

; ¢ _ " L managing the air conditioning in your office, the turbines at a
XZE.RES Wind deshgr?s &. manufactures wmd.energy syfstems for small wind turbine market pawer plant, the lighting at the theatre or the robots at a
designed for powering homes farms or businesses with clean energy. factory.

[ Explore |
Common Terms

ICS Industrial Control System

PIPS Automated License Plate Reader
The PIPS AutoPlate Secure ALPR Access Control System catalogs all vehicles entering or exiting an SCADA Supervisory Control and Data Acquisition
access point to a site or facility.

B PLC Programmable Logic Controller
DCs Distributed Control System
RTU Remote Terminal Unit

o5 l:l‘.'l“'l'.'ﬂ,mt; o
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Protocols

The following protocols are some of the languages that the industrial control systems use to communicate across the Internet. Many of them were developed before the Internet became widely use
ich is why Internet-accessible ICS devices dont always require authentication - it isnt part of the protocol!

*ﬂadbus

Modbus is a popular protocol for industrial control systems
(ICS). It provides easy, raw access to the control system
without requiring any authentication.

Explore Modbus

TRiDIUM

Conactng st wa racee

The Fox protocol, developed as part of the Niagara framework
from Tridium, is most commenly seen in building automation
systems (offices, libraries, Universities, etc.)

Explore Miagara Fox

Service Request Transport Protocol (GE-SRTP) protocel is
developed by GE Intelligent Platforms (earlier GE Fanuc) for
transfer of data from PLCs.

Explore GE-SRTP

SIEMENS

57 (57 Communication) is a Siemens proprietary protocol that
runs between programmable logic controllers (PLCs) of the
Siemens 57 family.

Explore Siemens 57

2BAGne!

BACnet is a communications protocol for building automation
and control networks. It was designed to allow communication
of building automation and control systems for applications
such as heating, air-conditioning, lighting, and fire detection
systems.

Explore BACnet

HREAp

The HART Communications Protocol (Highway Addressable
Remote Transducer Protocol) is an early implementation of
Fieldbus, a digital industrial automation protoccl. Its most
notable advantage is that it can communicate over legacy
wiring.

Explore HART-IP

ap

DMP3  (Distributed

Netwaork
communications protocols used between components in
process automation systems. Its main use is in utilities such as
electric and water companies.

Protocol) is a set of

Explore DNP3

Etheri'et/1IF

EtherMet/IP was introduced in 2001
Ethernet network solution
automation.

and is an industrial
available for manufacturing

Explore EtherMNet/IP

L]

PCWorx is a protocol and program by Phoenix Contact used
by a wide range of industries.

Explore PCWorx
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3comEuro_14:al:
feB0::a1f2:bbc:

10.16.72.65

3comEuro_14:al:

10.16.72.64
10.16.72.62
10.16.72.51
192.168.174.80

34 12.552656 10.16.72.51
35 12.564292 192.168.174.80

12. 564442
12.565721
12.565839
12.565864
12.565898

10.16.72.51
192.168.174.80
192.168.174.80
192.168.174.80
10.16.72.51

43 12.566017 10.16.72.51
44 12.636247 feB0::113a:681:868dff02::c

Destination
239.255.255.250
10.16.72.255
239.255.255.250
192.168.174.80

10.16.72.51
10.16.72.51
192.168.174.80
10.16.72.51
192.168.174. 80
868dff02::c
c693ff02::c
239.255.255.250
868dff02::c
.250
c693ff02::c
€693 ff02::c

239.255.255.250
239.255.255.250
239.255.255.250

868dff02::c

01

239.255.255.250
Broadcast

€693 ff02::¢c

01

239.255.255.250
Broadcast
255.255.255.255
239.255.255.250
192.168.174. 80
10.16.72.51

192.168.174.80
10.16.72.51

192.168.174.80
10.16.72.51
10.16.72.51
10.16.72.51
192.168.174.80

192.168.174. 80

Protocol Length Info

EROWSEF
55DP
TCP
TCP
TCP
TCP
TCP
TCP
SSDP
S5DP
S5DP
S5DP
S5DP
55DP
55DP
55DP
55DP
55DP
55DP
55DP
55DP
ARP
55DP
55DP
ARP
ubpP
S5DP
TCP

TCP
TCP
TCP
TCP
TCP

TCP
SSDP

243
316
92
60
99
55
60

M-SEARCH * HTTP/1.

0" 2WTNMN NWI2 121D AN MXI?2 NDTMW N1DMm

—— g W gl S

1

Izl[)(plion..‘ Clear Apply Save Apply this filter

Local Master Announcement MININT-MKLFPAF, workstation, Serwve

NOTIFY * HTTP/1.1
52039 -~ 8080 [PSH

8080 - 52039 [ACK]

8080 - 52039 [PSH

52285 — 8080 [ACK]
BO8BO — 52285 [ACK]
52039 - 8080 [ACK]
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.

NOTIFY * HTTP/1.1

M-SEARCH * HTTP/1.

NOTIFY * HTTP/1.1

M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.
NOTIFY * HTTP/1.1

[,

[

ACK] seg=1 Ack=l win=259 Len=38
seg=1 Ack=39 Win=65535 Len=0

ACK] Seg=1 Ack=39 wWin=65535 Len=45
seq=1 Ack=1 wWin=876 Len=1

seq=1 Ack=2 win=65535 Len=0
Seq=39 Ack=46 Win=259 Len=0

Gratuitous ARP for 10.16.72.253 (Request)

M-SEARCH * HTTP/1.
M-SEARCH * HTTP/1.

1
1

Gratuitous ARP for 10.16.72.253 (Request)
64914 - 1211 Len=82

NOTIFY * HTTP/1.1

52181 - 8080 [AcK] seg=1 Ack=1 win=260 Len=1

8080 ~ 52181 [ACK] Se

Ack=2 Win=65535 Len=0

54 52333 -~ 80 [FIN, Ack] Seg=1 Ack=l win=64314 Len=0
60 8080 — 52338 [Ack] seg=1 Ack=2 wWin=63535 Len=0

54 52338 — 8080 [AcK] sSeg=2 Ack=2 wWin=258 Len=0

60 B0 - 52333 [ACK] Seq=1 Ack=2 win=4312 Len=0

60 BOBO — 52334 [AcK] Seg=1 Ack=2 Win=65535 Len=0

60 80 - 52333 [FIN, ACK] Seg=1 Ack=2 wWin=4312 Len=0

54 52333 - 80 [AcK] Seq=2 Ack=2 Win=64314 Len=0

| 4212.565984 102.168.174.80  10.16.72.51  TCP 60 8080 - 52334 [FIN, ACK] Seq-1 Ack-2 Win-65535 Len-0
54 52334 - 8080 [ACK] seg=2 Ack=2 Win=257 Len=0

208 M-SEARCH * HTTP/1.1

R1IT2
WIRESHARK
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https:/ /www.kali.org /releases/kali-linux-2020-1-release /

& (5] @ kaliorg/releases/kali-linux-2020-1-release/

| A I Blog Downloads Training Documentation

BY OFFENSIVE SECURITY

Kali Linux 2020.1 Release

Kali Linux 2020.1 Release

@ January 28, 2020 £ g0tmilk B> Kali Linux Releases
We are here to kick off our first release of the decade, with Kali Linux 2020.1! Available for immediate download.

The following is a brief feature summary for this release:

= Non-Root by default
= Kali single installer image
» Kali NetHunter Rootless

= Improvements to theme & kali-undercover

s New tools
mmxna :
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Common TCP Ports

According to the Nmap classification, these are the most common TCP ports:

21 - FTP (File Transfer Protocol) 110 -POP3 (Mail)

22 - SS5H (Secure Shell) 143 - IMAP (Mail) : jj U n |—|

23 -Telnet 443 - HTTPS (Secure Web)

25 -5MTP (Mail) 445 - SMB (Microsoft File Sharing) 1 1

80-HTTP (Web) 3389 - RDP (Remote Desktop (n]ng Uj]g) n]ng ]_”j ['U ]_IN Xn
Protocol)

Our TCP Port Scanner with Nmap

The Full Scan allows you to perform portscans with custom parameters, easily

NMAP "2D11

configured from the web interface:

Specify custom TCP ports to scan (1-65535)
Enable/disable service detection 65,535 TCP POFtS
65,535 UDP Ports

Enable/disable operating system detection
Enable/disable host discovery
Do Traceroute

TMNRNa -~ ° r
. . . . oImwyna | ~ :
- 37 d £
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Password Protection

This table illustrates maximum times for a brute force attack for passwords of 96 character complexity (upper
and lower case, numbers, and special characters). If your passwords cannot be this complex, the amount of
time would be greatly reduced.

The calculations are based on 96 to the power of the password characters. So a password of length 8
characters has 96"8 complexity or 7.2 quadrillion possible combinations. The table further shows 4 columns of
brute force password processing attempts in units per second. The first column is 10 million per second, which
is possible to do with a modern quad core processor. The last column is 76 billion per second, which is possible
to do with a botnet. The table lists the maximum amount of time. It is possible to reduce this time using different
password- cracking technologies such as dictionaries and look-up tables.

Number of Complexity

i i 76 Billion / 2.5 Quadrillion
ATTI e (96x) 10 Million / sec | 100 Million / sec ee s PP

4 84 .9 Million 8.49 seconds = 1 second =< 1 second < 1 second

6 7828 Billion 21.7 hours 10.3 seconds < 1 second
7 75.1 Trillion 87 days 8.7 days 16.5 minutes < 1 second
8 7.2 Quadrillion 1.1 days 2.9 seconds

9 692 5 Quadrillion > 100 years > 100 years 105.5 days 4 6 minutes

mmana |
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wordlist.txt : TW1 12 O'R21 TXT PA120°1"DN
RND'0] N2 TMWDW 090N 1R N'NIR N12°210i1 N0 :2°2N PRI

123456
password

12345678 0"W'R 0"19RN XKN0'0?2 0122 N'DAUN iUl
gwerty

123456789 |—| ng [.Un] D [.U

1234
baseball

PASSWORDS OF 2014 10 ?;:f:;l I—|T'? —[11 N]-l
= = 072" Nnw
N1TO1

WD 00 = h Lo P

: RN0'0?7 R"iN?2 NMWDW N1"81"2N1R2 1R NIRND0 N12°2NW NWId N2 nintwn oiw®

https: //github.com/danielmiessler /Seclists /tree /master /Passwords

NN /'

oImwyna ! r
‘v ‘-J:. qﬂ_
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https://github.com/danielmiessler/SecLists/tree/master/Passwords
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L S G b S - IRl bt ins://github.com/danielmiessler/Seclists/tree/master/Passwords|

2 danielmiessier / SecLists

<> Code Issues 11

Branch: master v | SecLists / Passwords /

Pull requests 11 Projects 0 Insights =

. danielmiessler committed on GitHub Merge pull request #38 from DarrenRainey/master

El 000webhost.txt

El 10_million_password _list_top_100.txt

El 10_million_password _list_top_1000.txt
El 10_million_password _list_top_10000.txt
El 10_million_password list_top_100000.txt
[E] 10_million_password_list_top_1000000.txt
[E) 10_million_password_list_top_500.txt

) 10k_most_common.txt

£ 1337speak.txt

[E) 500-worst-passwords.txt

E) Ashley_Madison.txt

) Basic_Spanish_List.bxt

E) KeyboardCombinations.txt

E) Lizard_Squad.txt

El MostPopularLetterPasses.txt

E| README

El SplashData-2015.txt

El Sucuri_Top_Wordpress_Passwords.txt

Removed duplicate values - awk 'x[50]++
Removed duplicate values - awk 'x[50]++
Removed duplicate values - awk 'x[50]++
Removed duplicate values - awk 'x[50]++
Removed duplicate values - awk 'x[50]++
Removed duplicate values - awk "x[50]+ +
Removed duplicate values - awk "x[50]+ +
Add 10k most common

added word alpha iteration

Removed duplicate values - awk 'x[50]+ +
Removed duplicate values - awk 'x[50]++
Removed duplicate values - awk 'x[50]+ +
Removed duplicate values - awk 'x[50]++
Lizard Squad Passwords

Removed duplicate values - awk 'x[50]++
Moved withcount files, created merged list

Added splashdata 2015 to passwords.

Update Sucuri_Top_Wordpress_Passwords.txt

© Watch

807 | % Star | 6663 | YFork | 2,540

Find file | History

Latest commit caal6c8 on May 12

a year ago
a year ago

a year ago

a year ago

a year ago

a year ago

a year ago

3 years ago

9 months age
a year ago

a year ago

a year ago

a year ago

10 months ago
a year ago

2 years ago

2 years ago

10 maenths age

2021 ,1N1129 17
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3 clem9669 committed 7da5c78 26 days ago

Commeon-Credentials
Cracked-Hashes
Default-Credentials
Honeypot-Captures
Leaked-Databases
Malware
Permutations
Software

WiFi-WPA

QKebeard—Combi nations.D

[ Most-Popular-Letter-Passes.txt

[ PHP-Magic-Hashes.txt

[ READMEmd
SCRABBLE-hackerhouse.tgz
UserPassCombo-Jay.txt
btd-password.txt

cirt-default-passwords.txt

(e e R R o R ]

clarkson-university-82.txt

¥ Branch: master ~  Seclists / Passwords /

PR about the issue: #438

Quick rename of files

strip trailing whitespace

strip trailing whitespace

strip trailing whitespace

Close #291 - Fix encoding issues

rename ‘s/_/-/g’

Close #2917 - Fix encoding issues

Add "-" to split up words, moved files since PR accepted
Add "-" to split up words, moved files since PR accepted
Add "-" to split up words, moved files since PR accepted
Adding sha256 magic hash

removes exec. bits

Add scrabble

"Passwords/" Clean up

strip trailing whitespace

strip trailing whitespace

strip trailing whitespac

Go to file

0 History

26 days ago

2 years ago

2 months ago
2 months ago
2 months ago
14 months ago
3 years ago

14 meonths ago
2 years ago

2 years ago

2 years ago

12 months ago

2 years ago

1 months ago

3 years ago
2 menths ago
2 months ago

2 months ago

Yosi Shavit MBA, CISM

Information Security & Cyber Expert
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¥ Branch: master ~

Seclists / Passwords / Keyboard-Combinations.txt

G gOtmilk Add "-" to split up words, moved files since PR accepted ...

A3 1 contributor

9684 lines (9684 sloc)

zaglzagl
zagluswl
zaglcde3
zaglvfrd
zaqlbgt5s
zaglnhy&
raglmju?
zagl,%id
zagl.lo9
zagl/;p@
zaqlZQ!

zagl¥lig

zaglDEH#

zaglFR$

zaglBGTH
zaglNHY
zagllua

zagl<KI*
zagllo(

zagl?:P)
zaglgwer
zagll234
zaglasdf
zaglzxcvy
zaql! a4t
zagl2345
zagl34se
zagldsie
zagl5678
zagle7B9

82.5 KB

NT22N10 2D M2Aj210 N1"X1"2N1Q

curity & Cyber Expert
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Rank = 2011% 20125 20138 20147 2015 20168 2017¢! 20189 20191

1 password | password | 123456 1234586 123456 123456 123456 123456 123456

2 123456 123456 password password | password password password | password | 123456789
3 | 12345678 | 12345678 | 12345678 12345 12345678 12345 12345678 | 123456789 | qwerty

4 | gwerty abc123 qwerty 12345678 | qwerty 12345673 qwerty 12345678 | password

5 |abc123 qwerty abc123 qwerty 12345 football 12345 12345 1234567

6 | monkey | monkey 123456789 | 123456789 | 123456789 | qwerty 123456789 | 111111 12345678
T | 1234567 | letmein 111111 1234 football 1234567890 | letmein 1234567 12345

8 | letmein dragon 1234567 baseball 1234 1234567 1234567 sunshine iloveyou

9 | trustno1 111111 iloveyou dragon 1234567 princess football qwerty 111111

10 | dragon baseball adobe1231 | football baseball 1234 illoveyou iloveyou 123123

11 | baseball | iloveyou 123123 1234567 welcome login admin princess abc123

12 | 111111 trustno1 admin monkey 1234567890 | welcome welcome admin qwerty123
13 |iloveyou | 1234567 | 1234567890  letmein abc123 solo monkey welcome 1q2w3edr
14 | master sunshine | letmein abc123 111111 abc123 login 666666 admin

15 | sunshine | master photoshop™ | 111111 1gaz2wsx admin abc123 abc123 qwertyuiop
16 | ashley 123123 1234 mustang dragon 121212 starwars football 654321

17 | bailey welcome | monkey access master flower 123123 123123 555555

18 | passwOrd | shadow shadow shadow monkey passwOrd dragon monkey lovely

19 | shadow ashley sunshine master letmein dragon passwOrd | 654321 7T
20 | 123123 football 12345 michael login sunshine master 1@#5%" &* | welcome
21 | 654321 jesus password1 | superman | princess master hello charlie 888888

22 | superman | michael princess 696969 qwertyuiop | hottie freedom aa123456 | princess
23 | qazwsx ninja azerty 123123 solo loveme whatever | donald dragon

24 | michael mustang | trustno1 batman passwird zaglzaql qazwsx password1 | password1
25 | Football | password1 | 000000 trustno starwars password1 | trustno1 qwerty123 | 123gwe

nmmana .
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Kali Linux - Facebook Brutefore.mp4
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Flaces =

] Terminal ~

File Edit Seach Options Help
Hi

Today i will show you how to Bruteforce Facebook Account

iTutorial By: AnonHacker

I'm not responsible for your actions!

Fil= Edit View Search Terminal Healp
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Google Hack

1 1 1 1 1 1
NN1TD1 MW ,0°UNNWN ,NIRNT™0 2D DTN N23R TNX2 22122 W19'Tn N1210 2187
Logical Operator Description Examples
AND or + Used to include keywords. + web AND application
Advanced Operator Description Examples All the keywords need to be AND security
found. * web +application
site: Limit the search querytoa e site:example.com +security
specific domain or web site.
NOT or - Used to exclude * web application NOT
filetype: Limit the search to text o mysqldump filetype:sql keywords. All the keywords security
found in a specific file type need to be found. + web application -security
link: Search for pages that linkto e link:www.example.com ORor | Used to include keywords  « web application OR
e e L where either one keyword security
q or another is matched. All + web application |security
cache: Search and display a ¢ cache:example.com igi:ijords need to be
version of a web page as it '
was shown when Google Tilde (~) Used to include synonyms e web application ~security
crawled it and similar words.
o ) o : Double quote (") Used to include exact + “web application security”
intitle: Search for a string text ¢ intitle:"index of" matches.
within the title of a page.
Period (.) Used to include single- ¢ .eb application security
inurl; Search for a string withina  « inurl;passwords.txt character wildcards.
URL Asterisk (*) Used to include single-word « web * security
wildcards.
Parenthesis (()) Used to group queries * (“web security” |
websecurity)
mmxna
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Google

ext:sqgl intext: @gmail.com intext:password X ,!, Q

Q Al [ Videos [ Images B MNews ¢ Maps i More Settings

About 3,700 results (0.37 seconds)

guickforms3.eecs.uottawa.ca » readme » loginSetup -

Copyright (¢) 2014 Austin Chamney, achamney@gmail.com ...
... into fact_teamMembers values ('John','Smith’,'admin’.’
212321297ad7adar43894a0e4a8017cld’,'devicam@gmail.com’,1,1,0); —Username: admin,
Password: ..

homepage.cs. latrobe.edu.au » letsconnect » letsconnect -

phpMyAdmin SQL Dump -- version 3.1.3.1 -- http://www ...
. “email’ varchar(255) NOT NULL, "password” varchar(255) NOT NULL, "address’
varchar(255) DEFAULT NULL, “city” varchar(200) DEFAULT NULL, "contact” ...

175.138.31.43 » sistem » vote » admin » dbBackups -

polling3.sql - Name

... varchar(45) NOT NULL, “last_name’ varchar{45) NOT NULL, "email’ varchar(45) NOT NULL,
‘password’ varchar(45) NOT NULL, PRIMARY KEY ("admin_id") ) ...

www.sds.com.ph » survey_1220201... « Translate this page

SQLyog Community MySQL - 5.6.20 : Database - survey_bkup ...
.. NULL, "IS_ACTIVE" tinyint(1) DEFAULT "1', 'PASSWORD" varchar(255) COLLATE ...
(1.'prasurvey01.noreply@gmail.com’.1,'Km99eyvu2CDNDBJYEVQ61Q" ...

github.com » blob » master » src > main » resources > i... ~

com.ecs.samples.spring.simple.rest/import.sgl at master ...

password = admini */. INSERT INTO USERS (id,authority,email password registered) VALUES
(1,ROLE_USER!,'useri@gmail.com’ __.

Tools

ext:sql intext:@gmail.com intext:password

2021 ,1N1129 17
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Google hacking

Advanced operator table:
Operator Purpose Mixes with Can be Does search work in
other used
operators? alone? Web | Images Groups | News
intitle Search page yes yes yes yes yes yes
title
allintitle Search page no YesS yes VeSS YEsS wes
title
i Search URL yes ves Yes yes not like intitle
realhy
allinurl Search URL no ves YEes Yes yes like intitle
filetype Search yes no Yes yes no not really
specific files
allinte:xt Search text of not realky yes Yes yes yes yes
page only
site Search yes yes Yes yes no not really
specific site
link Search for no yes yes no no not really
links to pages
inanchor Search link yes yes yes yes not yes
anchor texi realhy
numrange Locate yes yes yes no no not really
number
daterange Search in yes no yes not not not really
date range really realhy
author Group author yes yes no no yes not really
search
group Group names not realky Yes no no Yes not really
search
insubject Group subject yes Yes like like Ves like intitle
search intitle | intitle
msgid Group msgid no Yes not not Ves not really
search really | really A
IITINXRTL] \
. . . . oImwyna |
- 48 d
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= =» C' | [ thonthao6.sextgem.com/files/superhit.o
Tropnp———
='USER ID:rahul9267671167bimt@gmail.com’;
='PASSWARD:rahulhinalll’;
2><2php
='USER ID:rahul%267671167bimtigmail.com’;
='PASSHARD :rahulhinalll’;

beithamaayanf@walla.com 679239
hodakal@gmail.com 1q2w3edr

2><c2php . 1

='USER ID:yar yeh phisher kon kon use krha hai'; ?v:vir.'entl@:ezeqmt:;et 7233826
='PASSHWARD: 2222°; inbalims@zahav.net.i 301es84
?><2php etl88@walla.co.il 3408867

contact@ekdesign.co.il 123456
adi.tzachar@gmail.com adil23456
yeudit@greenlrealestate.com 123456 password
eve@vayax.co.il 1234567

stevenalina@walla.com eldorado

="'USER ID:dvirus_ajjuflyahoo.in’;
="' PASSHARD: ';

2><2php

="'USER ID:Prakashpsmiilive.in';
='PASSHARD:akshaykatrina’;
2><2php

you are wathcing user and

='USER ID:Prakashpsm@live.in'; shimixxxx@walla.com 1122

='PASSHARD:akshaykatrina’; shayn@nioi.gov.il dba621

?;:C?php , alon@ekdesign.co.il 123456

: ; g:::“igop:;::ihiigt::e in’; karnona@yahoo.com 23307maya

2><?php e y - elie_asaraf@walla.co.il 1q2w3e

="USER ID:aﬁhUkpsmahOO.Can‘j kifkef@kifkef.co.il 458123

="PASSWARD:divyaps '} coolit@inn.co.il tamarl5s
¥><?php yardenbp@gmail.com tullizeee

= :USER ID:ashukpSBc‘l@yanoo. com” ; joel7e@walla.com 123456

= PASSMARD1dIvyaps” § talizh@gmail.com tall234

?>¢2ph &

ik 'USERPID :shrishesha@gmail.com'; orit_nakar20@3@yahoo.com tuxyrkhy

="' PASSHWARD :99@@BTE67S " H lior‘maaam@walla . com @528546365

#><c?php shacharfl@bezeqint.net ys321948

='USER ID:shrishesha@igmail.com’; drreshef@ggmail.com a355v411

='PASSWARD: 9900878675 ' ;

?><2php

='USER ID:BhindalBf@yahoo.com’;

="PASSHARD: ';

?><c?php

='USER ID:Dhiraj.suryavanshi’;

="PASSHARD:585523" ;

?><2php

='USER ID:akibbagwan@d7@yahoo.com’;

='PASSWARD:akibakib’;

2><2php

='USER ID:akibbagwan@d7@yahoo.com’;

= 'PASSWARD:786786" mmxna
S mrwyna s &y
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