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Analyze suspicious files and URLs to detect types of malware, automatically
share them with the security community

https: / /www.virustotal.com /gui/

FILE URL SEARCH

theredgone.com o,

By submitting data above, you are agreeing to our Terms of Service and Frivacy Policy, and fo the
sharing of your URL submission with the security community. Please do not submit any personal
information; VirusTotal is not responsible for the contents of your submission. Learn more.

(D Want to automate submissions? Check our AP, free quota grants available for new file uploads
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SIEM (Security Information and Event Management)

SOC (Security Operations Center)
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Log Collection

Aggregation/
Correlation

Research
& Development

Source: https://gbhackers.com/soc-indicator / Ticketing

7

Threat Intelligence
Knowledge Base

Source: https://www.cloudsec.com/wp-content /uploads /2016 /09 /au Disruption-in-Cloud Sumo-Logic-by-Layer-8-Security.pdf
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K  Basic investigation and mitigation
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» Advanced investigations  Forensics
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* Prevention » Counter intelligence 111 NN
* Threat hunting * Malware reverser

Figure 2: Example of a three-tier SOC and related responsibilities.
Source: https://www.splunk.com/en _us/cyber-security /security-operations-automation/building-a-soc-with-splunk.html
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